
FIG. 1 



MEMORY 



302 



BUILT-IN ALGORITHMS 



1 



MD-5 HASH ENGINE 



HMAC - MD5 AUTH. 



RANDOM NO. GEN. 




UNIQUE SERIAL NO. 64-bit 



MASTER KEY 64-bit 



PIN 32-bit 



4-bit 



4-bit 



8-bit 



314 ^316 
■320 



AUXILIARY PROGRAM 
INSTRUCTION SPACE 



FILE SYSTEM SPACE 



PROCESSOR OPERATION 
PROGRAM INSTRUCTION 
SPACE (API SUPPORT) 



214 



■310 
■312 

-318 



322 



~~ 324 



326 



APPLICATION 110 



PERSONAL KEY 200 



406A 



408 



SECRET CHALLENGE 
A X 



410 



i 



HASH 
ALGORITHM 



41 2A 



HASHED (A,X) 




414 



NOT AUTH 
AUTH 



406B- 




HASHED (A,X) 



FIG. 



4 



File ID = 01 
File ID = 02 
PIR ID = 03 
DIR ID = 04 




[ DIF 



508B 



508A 



File Data 



504B 



File Data 



File ID = 01 
File ID = 02 

\ 

512A 512B 



File Data 



File Data 



510 



51 8A 



518B 
516 



File ID = 01 
File ID = 02 
File ID = 03 
^516C 



File Data 



File Data 



File Data 



506A 

506B 
514A 
514B 



520A 

520B 
520C 



FIG. 5 




FIG. 6 




FIG. 7 A 



FIG. IB 



FIG. 7C 



